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Copyright Notice- Proprietary Information

This Vulnerability Assessment and Penetration Testing (VAPT) Report contains confidential
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reproduced, distributed, stored in a retrieval system, or transmitted in any form or by any
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Methodology
The methodology applied in Web Application Security Testing is explained in the diagram below:

Web app 05, Scftware
and scripting Language
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vislnerakbilities

L 4

Vulnerabilities

Vulnerabilities
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Information Gathering: One of the first steps of this test is to identify the Web application
environment, including the scripting language and Web server software in use, and the
operating system of the target server. However, this step is generally omitted if the testing is
limited to just the web application and not the host.

Test Application: While testing the application, we follow but are not limited to the OWASP
standards. The top 10 vulnerabilities are tested for static and dynamic websites. Our testing is
done manually as well as using tools. An indicative list of tools is given in the section below.

After an exhaustive testing, the findings are compiled and classified according to a Risk Level
of High, Medium or Low depending on the harm they may cause to the Web Application, server
or to the network.

A Report is created highlighting the findings together with details for each finding.

Tools Used

The following tools were used:

. Burp Suite
. Nessus
. Waisl Proprietary Checklists and Test Cases

Executive Summary

The significant issues are given in this section, the Executive summary. These list the security flaws that
are of major concern. Vulnerabilities have been given a Severity rating of High, Medium or Low based on
the risk they may pose. The basis of giving the severity rating is as described below:
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Table of Findings

The following key findings
application.

support our assessment of the weaknesses associated with the

S. No. | Severity Vulnerability Description Status Remarks
1 High Click jacking attack is possible in
the application. Open -
2 High Vulnerable React server
components Detected. Open -
3 Vulnerable Apache HTTP Server
Version Detected. Open -
4 Vulnerable Next.js Version
Detected. Open -
5 An external service interaction
(HTTP) was observed through
Collaborator, indicating that the Open _
application initiated an outbound
HTTP request to an external
system.
6 Security headers such as (X-
Content-Type-Options, X-
Frame-Options, Strict- _
Transport-Security, X-XSS, and Open
Content-Security-Policy) are
missing in Application.
7 Low Web Server Allows Password
Auto-Completion. Open -
Overall Vulnerability Dashboard:
High 2
4
Low 1
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Overall Vulnerability Graph

W High
Medium

M Low

Vulnerability Details:

Finding No. 1
Description: Click jacking attack is possible in the application.
Severity Level: High

Impact: Clickjacking can lead to unauthorized actions by users, data alteration, and potential
exploitation of sensitive functionality.

Recommendation: Configure your web server to include an X-Frame-Options header
Example:

X-Frame-Options: deny

X-Frame-Options: sameorigin

Note: Fix this vulnerability throughout the application.

Screenshots:

Step#1: In the given HTML code, enter the URL of website as a source of iframe tag. Now save
it as a HTML file as shown below. After that, run the html file.
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< o > Documents > Search Documents

Tl sort 0 View
Custom Office Virtual &2 clickjacking CHNLT 1D Default initinfo
Termplates Machines creation_Form
= httpswaislstage grapesmobile.com - clickjacking. txt = -+
File Edit View - e B 7 s Al
<html>
<head>
<title>Clickjacking test page</title>
<head>

<body>
9 <p>Website is vulnerable to clickjackingl</p>
<i src="https://waislstage.grapesmobile.com/" width="588" height="500"></iframe:>
</body>
</html>

Ln 7, Col 49 213 characters Plain text 100%% Windows (CRLF) Yl

Step#2: As you can see, the website is able to open in frame which can also be open in any
third-party website also.

@ I@ File C:/Users/ManeeshKumar/OneDrive%ZO—%ZOWAISL%20LIMITED/Documents/clickjackinq.html|

Website is vulnerable to clickjacking!

[RE-ENGINEERING

! POSSIBILITIES

FOR NEXT-GEN INNOVATION
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Finding No. 2

Description: Vulnerable React server components Detected.

Severity Level: High

Impact: Exploiting the vulnerable React Server Components versions could allow attackers to
execute arbitrary code, manipulate server-side logic, cause denial of service, or access sensitive
application data.

Recommendation: Upgrade to React Server Components 19.0.3, 19.1.4, or 19.2.3. Validate
and sanitize all HTTP payloads, restrict access to Server Function endpoints, and monitor for

suspicious activity.

Screenshots:

Nessus was able to detect the vulnerability by sending a specially crafted payload.
The remote host returned a React Server Component error digest when processing the
payload.

Action ID Used: x

Response Snippet:

0:{"a":"s@l","£f":"","b": "OAWLQTbvJSuDn kUY30dI"}

1:E{"digest":"1550024502"}

Finding No. 3
Description: Vulnerable Apache HTTP Server Version Detected.
Severity Level:

Impact: Running a vulnerable Apache HTTP Server can allow attackers to execute code, access
sensitive data, disrupt services, or compromise the website.

Recommendation: Update the Apache HTTP Server to the latest secure version and apply all
relevant security patches.

Screenshots:
B e m | Taroet: nittps//waisistage.grapesmobile.com | £ HITRA (2)
Q==
= n = = n o =

lcolorHome-=.mpd HITP/1.1
= _com

lopadsu g

10.0; Wing4; x&4) AppleWebKic/537.36 (KHTML,
537.36

143", "Chromium®;w="143", "Not A{(Brand" ;w="24"

SN [

suoneuedx3 )

Jomoe woysn) <
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Finding No. 4
Description: Vulnerable Next.js Version Detected.
Severity Level:

Impact: Attackers could exploit the vulnerable Next.js version to execute code, access
sensitive data, or compromise the application.

Recommendation: Upgrade to version 15.5.9 or later to ensure all security patches are
applied.

Screenshots:
N~ W WAISL Digital | Digital Transfo. x o —
& (¢} I © Notsecure  waislstage.grapesmobile.com I ¥ % ‘; &

Contact Us
TECHNOLOGIES MORE INFO

JavaScript frameworks Web server extensions

OS OpenSSL 322

Development

@ Turbopack

Webiframeworks; Static site generators

N js 1557 :
bt @ Nextjs 1557

mMiScellangous JavaScript libraries
A o G h
@ QOpen Graph © Swiper

Web servers
Apache HTTP

Performance
sz A

Finding No. 5

Description: An external service interaction (HTTP) was observed through Collaborator,
indicating that the application initiated an outbound HTTP request to an external system.

Severity Level:

Impact: This behavior may indicate a security weakness that could allow data leakage,
unauthorized external communication, or potential command-and-control activity if exploited.

Recommendation: Confirm if external service interaction is expected. If required, secure and
restrict outbound connections. If not required, block all external requests except trusted
destinations.

Screenshots:

Step 1#: Capture the request and send it to Repeater.
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10 See-Fetch-Mode
11 Sec-Fetch-Dest

no-cors
image
Referer: https://waislstage. grapesmobile com/solutions/cybersecurity

re)

Accept-Encoding: gzip, deflate, br

Accept-Language: en-GB,en-US;g=0.9,en;q=0.8

15 If-None-Match: wr_SE0I4h-QrHOEJhAISgzEtLviplpSsXsVKEjveymw

1€ Priority: u
c

suoneuedxy

b ¢mpe woysn) <

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn @ >~ O @
3 4 5 3 7 x + O A
=8 o - ST — P v O
8 -
Request Response
g Pretty Raw Hex L] n = Pretty Raw Hex =
2 GET /_next/imagelurl=tZ2Fimgt2Faviation.pngéw=0286q=75 HTTP/1.1 HTTP/L.1 304 Not Modified
g Host: walslstage. grapesmoblle.com Date: Mon, 19 Jan 2026 11:41:53 GMT
T Iotm. TWindows Server: Apache/2. 4 &5 (Amazon Linux) OpenSSL/3.2.2
User-Agent: Mozmilla/5.0 (Windows NT 10.0; WinE4; x&4) AppleWebKit/537 36 (KHTML, : Vary: Accept
like Gecko) Chrome/143.0.0.0 Safari/537.38 S Cache-Control: public, max-age=£0, must-revalidate
B ¢ Sec-Ch-Ua: “"Coogle Chrome";v="143", "Chromium";v="143", "Not A(Brand";v="24" € ETag: wr_SE0I4h-QrHOEJhAISgzEtLviplpSsXsVKEjveymw
€ Dnt: L 7 Via: 1.1 waislstage.grapesmobile.com (Apache/2.4.85)
z Sec-Ch-Ua-Mobile: 70 Keep-Alive: timeout=5, max=100
2 Accept: image/avif,image/webp,image/apng,image/svgtxml,image/*,*/%;q=0.8 Connection: Keep-Alive
a Sec-Fetch-Site: same-origin

Step 2#: Then go to the Collaborator tab and copy it to the clipboard.

Dashboard Target Proxy Intruder Repeater

1%+

Payloads to generate:

N Filter HTTP  DNS  SMTP

# Time Type Payload

Collaborator

Sequencer

1 Copy to dipboard Include Collaborator server location

Decoder Comparer Logger Organizer Extensions Learn
Poll now Polling automatically
Source IP address Comment

Step 3#: Once copied to the clipboard, paste it into the URL field.

Dashboard Target Proxy Intruder Repeater Collaborator (2) Sequencer Decoder Comparer Logger Organizer Extensions Learn @
3 4 5 6 XN +
m @ < v Target: https://waislstage.grapesmobile.com ﬂ
8

Request Response
5 Pretty Raw Hex wn \n = Pretty Raw Hex Render 0 t
3 1 GET / next/image?url= 1 HTTP/l.l 400 Bad Request
g‘ tEp /yJ.qu'fjzy'lomlu:pbt.?ths.‘.sVSmidxsly.oast..\.fy.com&:F:mq&:Favla:.ion.pngiu=8:8£q=75I 2 Date: Mon, 19 Jan Z02& 11:54:44 GMT

|HTTP/J. Server: Apache/Z.4.65 (Amazon Linux) OpenSSL/3.2.7

2 Host: waislstage.grapesmobile.com 4 Via: 1.1 waislstage.grapesmobile.com (Apache/Z.4.85)

3 Sec-Ch-Ua-Platform: "Windows" 5 Connection: close
@ 4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x&4) AppleWebKit/537.36 (KHTML, £ Content-Length: 43

like Gecko) Chrome/143.0.0.0 Safari/537.38& 7

= S5 Sec-Ch-Ua: "Google Chrome";w="143", "Chromium";v="143", "Not A(Brand";w="I4" The requested resource isn't a valid image.
=3 € Dnt: 1
® 7 Sec-Ch-Ua-Mobile: 70

2 Accept: image/avif, image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8

9 Sec-Fetch-Site: same-origin

1 Sec-Fetch-Mode: no-cors
Q 11 Sec-Fetch-Dest: image

12 Referer: https://waislstage. grapesmobile.com/solutions/cybersecurity
T 12 Accept-Encoding: gzip, deflate, br
% i Accept-Language: en-GCE,en-US;q=0.9,en;q=0.8
E 15 If-None-Match: wr_960I4h-QrHOEJhAISgzEtLviplpSsXsVKEjveymw
£ 1€ Priority: us2, i
@ |17 Gomnection: keepralive
[a]
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Step 4#: An HTTP-based external service interaction was detected via Collaborator.

Dashboard

Description Request to Collaborator

Response from Collaborator

Target Proxy Intruder Repeater Collaborator (1) Sequencer Decoder Comparer Logger Organizer Extensions Learn
1 x  +
Payloads to generate: 1 Include Collaborator server location Poll now Polling automatically
Filter HTTP DNS  SMTP
= Time Type Payload Source IP address Comment
Jan-19 11:54:44 T i 1,174
20 2026-Jan-19 11:54:44.462 UTC HTTP ¥10rg7jzy4om1wpbt7xhmsSv3modxOly 13.233.62.17___|

The Collaborator server received an HTTP request.

The request was received from IP address 13.233.62.17:50380 at 2026-Jan-19 11:54:44.462 UTC.

Finding No. 6

Description: Security headers such as (X-Content-Type-Options, X-Frame-Options, Strict-
Transport-Security, X-XSS, and Content-Security-Policy) are missing in Application.

Severity Level:

Impact: Missing security headers leave the application exposed to multiple client-side attacks,
including XSS, clickjacking, and MITM exploits.

Recommendation: Following HTTP response security headers must be implemented:

Header

Rationale

Content-Security-Policy

The majority of CSP functionality only
affects pages rendered as HTML.

HTTP Strict-Transport-Security

To require connections over HTTPS and
to protect against spoofed certificates.

X-Content-Type-Options

To prevent browsers from performing
MIME sniffing, and inappropriately
interpreting responses as HTML.

X-Frame-Options

To protect against drag-and-drop style
clickjacking attacks.

X-XSS-Protection

X-XSS header protects against Cross-
Site Scripting attacks.

Screenshots:

Request
Pretty Raw Hex
GET / HTTP/L.1l

Sec-Ch-Ua

5 Sec-Ch-Ua-Mob :
Sec-Ch-Ua-Plat form: “Windows"
Dnt: 1
Upgrade-Insec

le Chrome”;w="143",

-Requests: 1

like Gecko) Chrome/l43.0.0.0 Safari/537.3&
Accept

png,*/*;q=0.8, application/signed-exchange;v=b3;g=0.7
Sec-Fetch-Site

Sec-Fecch-Mode

Accept-Encoding: gzip, deflate, br
t-Language: en-GB,en-US;q=0 5, en;q=0.8
ity: u=0, i

"Chromium" ;v="143", "Not A(Brand";v="I4"

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x€4) AppleWebKit/537.3& (KHTML,

text/html, application/xhtnl+xml, application/xml;q=0.9, image/avif, image/webp, image/a

Response

B wn = Pretty Raw Hex Render

B8 w =

HITP/1.1 200 OK
Dace: Fri, 1€ Jan 2026 08:3£:4% GMT
rwer: Apache/Z 4_65 (Amazon Linux) OpenSSL/3.2.2

s-cache: HIT

¢ [x-nextjs-prerender: 1

xtjs-stale-time: 300

wered-By: Next.is

aaaaaa ge=3200, stale-while-revalidate=31535700
“wievTTerqulvsic”

Content-Type: text/html; charset=utf-8

Via: 1.1 waisls
Keep-Alive: tim
Connection

e grapesmobile.com (Apache/Z.4.65)
=5, max=100

Keep-Alive

Content-Length: 87151

next-router-state-tree,next-router-prefetch,next-router-segment-prefecch,Accepy
e

<IDOCTYPE html><html lang=
<head>

-module_ D1PSoW__className">
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Finding No. 7
Description: Web Server Allows Password Auto-Completion.

Severity Level: Low

Impact: Enabling password auto-completion may expose user credentials on shared or
compromised systems, increasing the risk of unauthorized account access and weakening
authentication security.

Recommendation: Add the attribute 'autocomplete=off' to these fields to prevent browsers
from caching credentials.

Screenshots:

Page : /login
Destination Page: /login

Page : /register

Destination Page: /register

To see debug logs, please visit individual host

Port . Hosts

3000 / tcp / www 13.233.62.17

Page : /admin cmsdhye66363/login
Destination Page: /admin cmsdhye66363/login

To see debug logs, please visit individual host

Port . Hosts

4001 / tcp / www 13.233.62.17
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